CHAPTER 2

INTERNAL CONTROL

An internal control system is critical to an entity (agency, division, department, or program) for
keeping on course in achieving its organizational objectives. This chapter uses the five Components and
17 Principles of Internal Control that were developed by the Unities States Government Accountability
Office as part of the Standards for Internal Control for the Federal Government, also known as the “Green
Book”, and adapts them for use by the State of Indiana. This chapter is designed to acquaint agency
personnel with the importance of internal control in their day-to-day operations. Managers for the State of
Indiana can find more extensive guidance for establishing controls within the entity at
www.gao.gov/greenbook/overview.
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Authority is given to the Office of Management and Budget to require an internal control system to
be established and maintained in state agencies and instrumentalities in these statutes.

IC 4-3-22-8, Duties; review and development of policies and proposals, states: “The OMB
shall assist and represent the governor in the development and review of all policy, legislative, and
rulemaking proposals affecting capital budgeting, procurement, e-government, and other matters related to
fiscal management.”

IC 4-3-22-14, Agencies and instrumentalities; required compliance and cooperation, states:
“All instrumentalities, agencies, authorities, boards, commissions, and officers of the executive, including
the administrative department of state government, and all bodies corporate and politic established as
instrumentalities of the state shall: (1) comply with the policies and procedures related to fiscal
management that are established by the OMB and approved by the governor; and (2) cooperate with and
provide assistance to the OMB.”

IC 4-3-22-15, Agencies; accountability; compliance with statutory requirements, states: “All
state agencies (as defined in IC 4-12-1-2) shall, in addition to complying with all statutory duties applicable
to state purchasing, be accountable to the OMB for adherence to policies, procedures, and spending
controls established by the OMB and approved by the governor.”

I 2.2.1 Good Management Practice

Our state agencies exist to achieve a mission and accomplish certain goals and objectives. The
overall purpose of internal control is to help each department achieve its mission. An effective internal
control system helps an agency (or department) to:

Promote orderly, economical, efficient and effective operations.

Produce quality products and services consistent with the department's mission.

Safeguard resources against loss due to waste, abuse, mismanagement, errors and fraud.
Promote adherence to statutes, regulations, bulletins and procedures.

Develop and maintain reliable financial and management data, and accurately report that data
in a timely manner.

I 2.2.2 Ensure Performance

Internal control is the integration of the activities, plans, attitudes, policies, and efforts of the people
of an agency/department working together to provide reasonable assurance that the agency/department
will achieve its mission. Part of the mission of the agency/department is always to operate as efficiently
and effectively as possible, ensuring the best use of the taxpayers’ money.

I 2.2.3 Increase Accountability

Public sector managers are responsible for managing the resources entrusted to them to administer
government programs. A major factor in fulfilling this responsibility is ensuring that adequate controls exist.
Public officials, legislators, and taxpayers are entitled to know whether government agencies are properly
administering funds and complying with laws and regulations. They need to know whether government



organizations, programs, and services are achieving the purposes for which they were authorized and
intended.

Officials and employees who manage programs must be accountable to the public. Frequently
specified by statute, this concept of accountability is intrinsic to the governing process of our state.

I 224 Safeguard Scarce Resources

Management should protect the department's equipment, information, documents and other
resources that could be wrongfully used, damaged or stolen by limiting access to authorized individuals
only and by instituting adequate controls and approvals.

I 2.2.5 Deter Fraud and Abuse

Most cases of fraud in governmental units is a direct result of a lack of internal control in the
agency/department. An employee with too much access to certain systems and no oversight can divert
valuable resources, such as cash, to sources outside the government, thus committing fraud.

I 2.2.6 Meet Legal Requirements

Programs administered by governmental units are subject to a wide array of laws, regulations, and
required procedures. A well maintained internal control system will help to insure that applicable
requirements are followed.

Following are brief descriptions of the Components and Principles of Internal Control. See the full
Green Book for more detailed information.

I 2.3.1 Component #1: Control Environment

Management and employees should establish and maintain an environment throughout the
organization that sets a positive and supportive attitude toward internal control and conscientious
management. Five of the seventeen principles of internal control pertain to the control environment:

I 2.3.1.1 Principle 1. Demonstrate Commitment to Integrity and Ethical Values

A responsibility of management is to establish, communicate, and demonstrate the integrity and
ethical values of an agency/department.

Through human resource policies and practices, management communicates its expected levels
of integrity, ethical behavior, and competence. Hiring practices, orientation, training, evaluation,
counseling, promoting, compensating, and remedial actions influence the Control Environment.
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Tone at the top determines the degree of risk the entity is willing to take and management’s
philosophy towards performance-based management. The attitude of management toward reporting,
information technology and accounting functions, and responsiveness to audits and evaluations play a big
part in this component.

I 2.3.1.2 Principle 2. Oversee the Entity’s Internal Control System

Management establishes, with board oversight, structures, reporting lines, and appropriate
authorities and responsibilities in the pursuit of objectives. The oversight body oversees management's
design, implementation, and operation of the entity’s internal control system.

2.3.1.3 Principle 3. Organizational Structure - Assignment of Authority and
Responsibility

Management’s framework for planning, leading and controlling operations to achieve the entity’s
objectives should define key areas of authority/responsibility and establish lines of reporting. Policies must
be communicated to ensure that staff members are aware of their duties and responsibilities, understand
how their individual actions interrelate and contribute to the department’s objectives, and recognize how
and for what they will be held accountable. The assignment of authority and responsibility, thus making
individuals accountable for their performance, affects the initiative of employees.

I 2.3.1.4 Principle 4. Commitment to Competence

Management should demonstrate a commitment to recruit, develop, and retain competent
individuals. Although management is responsible for hiring staff with adequate competencies to perform
duties required, it is the employee’s responsibility to perform up to his/her level of competency.

I 2.3.1.5 Principle 5. Evaluate Performance and Hold Individuals Accountable

Individuals are held accountable for their internal control responsibilities through a recognized,
understood structure which includes corrective action procedures. Additionally, management evaluates for
excessive pressures on personnel and adjusts these pressures accordingly.

I 2.3.2 Component #2: Risk Assessment

Risk is the possibility that an event will occur and adversely affect the achievement of objectives.
Risk assessment is the process used to identify and assess internal and external risks to the achievement
of objectives, and then establish risk tolerances. Each identified risk is evaluated in terms of its impact and
likelihood of occurrence. Overall, risk assessment is the basis for determining how risk will be managed.

Risk assessment can serve management in two directions. Operations improve because risk
assessment assumes sound planning and the systematic setting of objectives. Internal control within the
management control system is strengthened as activities are evaluated for risk. In the process, an agency
is likely to improve both its services and its public image. Four of the seventeen principles of internal control
apply to risk assessment:

I 2.3.2.1 Principle 6. Define Objectives Clearly to Enable Risk Identification




Management should define objectives clearly to enable the identification of risks and define risk
tolerances. Objectives defined in clear terms will include information such as: who is to achieve the
objective, how the objective will be achieved, and when the objective will be achieved.

Two circumstance, change and inherent risk, are most likely to threaten the achievement of
objectives. Some examples of change that must be closely monitored, are:
e Personnel changes
e Regulatory changes
¢ New information systems and technology
e New programs or services; expansion of operations
e Reorganizations with or between departments

Examples of inherent risk (due to the nature of the process):
e Loss from fraud, waste, unauthorized use, or misappropriation — ex. Loss of cash
e Complexity of a program or activity
e Third part beneficiaries attempt to obtain benefits for unrendered services
e Prior record of control weakness; failure to remedy control weakness identified by auditors

I 2.3.2.2 Principle 7. Identify, Analyze, and Respond to Risks

Management should identify, analyze, and respond to risks related to achieving the defined
objectives. Management identifies risks to the achievement of the entity's objectives across the unit as a
whole and within each office or department. Analysis of risk through determination of objective measures
and variance tolerances is the basis for determining how the risks should be managed.

After risks are identified, they need to be evaluated in terms of:

e Likelihood -The probability that the unfavorable event would occur if there were no (or limited)
internal controls to prevent or reduce the risk.

e Impact (or Significance) -A measure of the magnitude of the effect to a department if the
unfavorable event were to occur.

The response to risk is selected from the following:

e Acceptance - No action is taken to respond to the risk based on the insignificance of the risk.

e Avoidance - Action is taken to stop the operational process or the part of the operational
process causing the risk.

e Reduction - Action is taken to reduce the likelihood or magnitude of the risk.

e Sharing - Action is taken to transfer or share risks across the entity or with external parties,
such as insuring against losses.

[ 2323 Principle 8. Consider Potential for Fraud

Management considers the potential for fraud in assessing risks to the achievement of objectives.
Types of fraud are as follows:



e Fraudulent financial reporting - Intentional misstatements or omissions of amounts or
disclosures in financial statements to deceive financial statement users. This could include
intentional alteration of accounting records, misrepresentation of transactions, or intentional
misapplication of accounting principles.

e Misappropriation of assets - Theft of an entity’s assets. This could include theft of property,
embezzlement of receipts, or fraudulent payments.

e Corruption - Bribery and other illegal acts.

As a part of this analysis, fraud risk factors are identified: pressure, opportunity, and rationalization.
Management analyzes and responds to identified fraud risks so that they are effectively mitigated. The
response to fraud risk exercises the same process used for all analyzed risks.

I 2.3.24 Principle 9. Identify, Analyze, and Respond to Significant Changes

Management should identify, analyze, and respond to significant changes that could impact the
internal control system. Internal control is a process, and part of that process is the responsibility for
management to be continually aware of changes, both external and internal, that could affect the
achievement of the political subdivision's objectives. Those changes should be analyzed for both their
immediate effect and for any future impact. Management would then determine any modifications needed
in the internal control process to adapt to these changes.

I 2.3.3 Component #3: Control Activities

Control Activities are tools - policies, procedures, techniques, and mechanisms - that help
identify, prevent or reduce the risks that can impede accomplishment of the department's objectives. They
are essential for proper stewardship and accountability of government resources and for achieving effective
and efficient program results.

Many different Control Activities can be used to counter the risks that threaten a department's
success. Most Control Activities, however, can be grouped into two categories:

e Prevention activities are designed to deter the occurrence of an undesirable event. The
development of these controls involves predicting potential problems before they occur and
implementing ways to avoid them.

e Detection activities are designed to identify undesirable events that do occur, and alert
management about what has happened. This enables management to take corrective action
promptly.

Three of the seventeen principles of internal control apply to control activities:

I 2.3.3.1 Principle 10. Select and Develop Control Activities to Mitigate Risks

Management should design control activities to achieve objectives and respond to risks. Control
activities are designed to fulfill defined responsibilities and address identified risks. An evaluation of the
purpose of the control activity is performed as well as an evaluation of the effect a deficiency would have
on objectives. Control activities may be either automated or manual.
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Principle 11. Select and Develop Control Activities over Technology

Management should design the entity’s information system and related control activities to achieve
objectives and respond to risks. Control activities are designed to support the completeness, accuracy,
and validity of information processing by technology including the design of security management.
Management evaluates changes to systems and updates control activities in response. For example:

[ 2333

Disaster Recovery ensures that critical accounting information will be processed in the event
of interruption of computer processing capacity.

Back-Up Processing provides for accounting information to be backed up on a periodic basis
sufficient to allow restoration of the information in a timely manner.

Physical Security protects the computer system and the associated telecommunications
equipment from environmental damage and unauthorized access.

Logical Security requires access to accounting information and processes be controlled by
operating system software and by the computerized accounting application through user
identification codes and passwords.

Change Controls are internal controls over changes made to the accounting system's computer
programs.

Audit Trails allow for sufficient documentation to trace all transactions from the original source
of entry into the system, through all system process, and to the results produced by the system.

Input Controls provide input edits and controls to assure that information entered into the
system is accurate, that all appropriate information is entered into the system.

Segregation of Duties can be achieved within information technology systems by appropriate
assignment of security profiles that define the data the users can access and the functions they
can perform.

Output Controls are features that assure all accounting information is reported accurately and
completely.

Interface Controls allow for Information generated in one computer application system to be
transferred to another computer application system accurately and completely.

Internal Processing provides written verification procedures and actual verification results that

document accurate calculating, summarizing, categorizing, and updating of accounting
information on a periodic basis.

Principle 12. Deploy Control Activities through Policies and Procedures

Management should implement control activities through policies that establish what is expected
and procedures that put policies into action. Management determines the policies necessary to address
the objectives and related risks for the operational process. Further defined policies through day-to-day
procedures may be warranted. These policies are periodically reviewed for continued relevance and
effectiveness.

2334

Types of Control Activities




Documentation

Documentation of transactions should enable managers to trace each transaction from its
inception through its completion. This means the entire life cycle of the transaction should be recorded,
including: (1) its initiation and authorization; (2) its progress through all stages of processing; and (3) its
final classification in summary records.

Documentation of policies and procedures is critical to the daily operations of a department.
These documents set forth the fundamental framework and the underlying methods and processes all
employees rely on to do their jobs. They provide specific direction to and help form the basis for decisions
made every day by employees. Without this framework of understanding by employees, conflict can occur,
poor decisions can be made, and serious harm can be done to the department’s reputation. Further, the
efficiency and effectiveness of operations can be adversely affected.

Approval and Authorization

Approval and authorization is the confirmation or sanction of employee decisions, events or
transactions based on a review. Management should determine which items require approval based on
the level of risk to the department without such approval. Management should clearly document its approval
requirements and ensure that employees obtain approvals in all situations where management has decided
they are necessary.

Authorization is the power management grants employees to carry out certain duties, based on
approval received from supervisors. Authorization is a control activity designed to ensure events or
transactions are initiated and executed by those designated by management. Management should ensure
that the conditions and terms of authorizations are clearly documented and communicated, and that
significant transactions are approved and executed only by persons acting within the scope of their
authority.

Verification/Reconciliation

Verification (or reconciliation) is the determination of the completeness, accuracy, authenticity
and/or validity of transactions, events or information. It is a control activity that enables management to
ensure activities are being performed in accordance with directives. The list below offers some examples
of verification and reconciliation:

e Reviewing vendor invoices for accuracy by comparing to purchase orders and contracts.

e Comparing cash receipts transactions to a cash receipts log and tracing to bank deposit
records.

o Reviewing and verifying a participant’s eligibility for State program services.

e Reconciling a department’s cash records to bank statements or other required records.

Separation of Duties

Separation of duties is the division or segregation of key duties and responsibilities among different
people to reduce the opportunities for any individual to be in a position to commit and conceal errors,
intentional or unintentional, or perpetrate fraud in the normal course of their duties. The fundamental
premise of segregated duties is that different personnel should perform the functions of initiation,



authorization, record keeping, and custody. No one individual should control or perform all key aspects of
a transaction or event. These are called incompatible duties when performed by the same individual. The
following are examples of incompatible duties.

e Individuals responsible for data entry of payment vouchers should not be responsible for
approving these documents.

¢ Individuals responsible for acknowledging the receipt of goods or services should not also be
responsible for purchasing approvals or payment activities.

e Managers should review and approve payroll expenses and time sheets before data entry, but
should not be involved in preparing payroll transactions.

¢ Individuals performing physical inventory counts should not be involved in maintaining
inventory records nor authorize withdrawals of items maintained in inventory.

¢ Individuals receiving cash into the office should not be involved in recording bank deposits in
the accounting records.

¢ Individuals receiving revenue or making deposits should not be involved in reconciling the bank
accounts.

Safequarding of Assets

Safeguarding of assets involves restricting access to resources and information to help reduce the
risk of unauthorized use or loss. Management should decide which resources should be safeguarded and
to what extent, making these decisions based on the vulnerability of the items being secured and the
likelihood of loss.

Supervision

Supervision is the ongoing oversight, management and guidance of an activity by designated
employees to help ensure the results of the activity achieve the established objectives. Those with the
responsibility for supervision should:

e Assign tasks and establish written procedures for completing assignments.

e Systematically review each staff member's work.

e Approve work at critical points to ensure quality and accuracy.

e Provide guidance and training when necessary.

¢ Provide documentation of supervision and review (for example, initialing examined work).
Reporting

Effective and accurate reporting is a means of conveying information. It serves as a control when
it provides information on issues such as timely achievement of goals, financial position and employee
concerns. Reporting also helps to promote accountability for actions and decisions. The list below offers
some examples of effective and accurate reporting:

e Project status reports to alert management to potential cost or time overruns.

e Reports to monitor employee leave balances, position vacancies and staff turnover to
determine effectiveness of workplace and employment practices.

e The State’s Comprehensive Annual Financial Report (CAFR) issued for the public’s review of
Indiana’s financial performance and position.

e Various financial and progress reports required by federal and other grantors, including the 2
CFR 200 Schedule of Expenditures of Federal Awards.
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I 2.34 Component #4: Communication and Information

Relevant information from both internal and external sources is necessary to support the
functioning of the other components of internal control. Communication is the continual process of
providing, sharing, and obtaining necessary information. Internal communication enables personnel to
receive a clear message that control responsibilities are taken seriously by the organization. External
communication enables relevant outside information to be internalized and internal information to be
clearly communicated to external parties. Three of the seventeen principles of internal control apply to
monitoring activities:

I 2.3.4.1 Principle 13. Use Quality Information

Information should be recorded and communicated to management and others within the
organization who need it and in a form and within a time frame that enables them to carry out their Internal
Control Activities and other responsibilities. Information should be appropriate, current, complete, accurate,
accessible, and timely.

Managers need operational and financial data to determine whether they are meeting their
department’s strategic and annual performance plans and if they are meeting their goals of accountability
for effective and efficient use of resources. Effective management of information technology is critical to
achieving useful, reliable, and accurate recording and communication of information.

I 2.3.4.2 Principle 14. Communicate Internally

Effective communications should occur in a broad sense with information flowing down, across,
and up the department. Appropriate communication methods consider the audience, nature of the
information, availability, cost, and any legal or regulatory requirements. Management should establish
communication channels that:

Provide timely information.

Inform employees of their duties and responsibilities.

Enable the reporting of sensitive matters, including fraudulent or unethical behaviors.

Enable employees to provide suggestions for improvement.

Provide the information necessary for all employees to carry out their responsibilities

effectively.

e Convey top management's message that internal control responsibilities are important and
should be taken seriously.

e Convey and enable communication with external parties.

I 2.3.4.3 Principle 15. Communicate Externally

Management identifies external parties and communicates relevant information. Appropriate
communication methods are developed and should include the same consideration as outlined for internal
communication.
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I 2.3.5 Component #5: Monitoring

Since internal control is a dynamic process that has to be adapted continually to the risks and
changes an entity faces, monitoring of the internal control system is essential in helping internal control
remain aligned with changing objectives, environment, laws, resources, and risks. Internal control
monitoring assesses the quality of performance over time and promptly resolves the findings of audits
and other reviews. Corrective actions are a necessary complement to control activities in order to achieve
objectives. Two of the seventeen principles of internal control apply to monitoring activities:

I 2.3.5.1 Principle 16. Establish and Operate Monitoring Activities

Management should establish and operate monitoring activities to monitor the internal control
system and evaluate the results.

A baseline of the current state of the internal control system is compared against the original design
of the internal control system. The baseline consists of issues and deficiencies identified in the internal
control system. The results of the monitoring process are evaluated and documented.

Evaluations are used to determine whether each of the five components of internal control is
present and functioning. These evaluations may be conducted on an ongoing or periodic basis. The
criteria used are developed by the oversight body, elected officials, management, governing boards, or
recognized standard-setting bodies or regulators.

I 2.3.5.2 Principle 17. Evaluate Issues and Remediate Deficiencies

Management establishes a mechanism for personnel to report internal control issues identified
while performing their responsibilities. These issues are documented and evaluated. Management should
remediate identified internal control deficiencies on a timely basis.

Monitoring of internal control should include policies and procedures for ensuring that the findings
of audits and other reviews are promptly resolved. Managers are to (1) promptly evaluate findings from
audits and other reviews, including those showing deficiencies and recommendations reported by auditors
and others who evaluate the department’s operations; (2) determine proper actions in response to findings
and recommendations from audits and reviews; and (3) complete, within established timeframes, all actions
that correct or otherwise resolve the matters brought to management’s attention. The resolution process
begins when audit or other review results are reported to management and is completed only after action
has been taken that corrects identified deficiencies, produces improvements, or demonstrates that findings
and recommendations do not warrant management action.

Separation of duties and approval control activities as described in Component #3, Control
Activities (section 2.3.3) have been applied to the PeopleSoft Financials accounting system by the use of
“roles” with limited access to the system. Prior to the implementation of PeopleSoft, a user might have
been able to perform incompatible duties such as described in section 2.3.3.4. Users are not given roles
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that might enable them to both enter and approve a transaction. In the event that incompatible roles may
inadvertently be present, the “entry vs. approval” roles are constantly reviewed and changes made when
necessary. After agency entry and approval, most transactions are then routed to an Auditor of State (AOS)
approver for an additional review.

It is critical that an agency approver, whether it be approval of a deposit, payment, journal entry or
asset entry, be cognizant of the various funds, accounts, departments and programs of his/her agency in
order that incorrect entries be returned to the entry staff for correction prior to approval. It is not the
responsibility of the AOS staff to be aware of all operations within an agency and how they should be
recorded.

A list of PeopleSoft roles, and the definition of each, can be found in PeopleSoft Financials by
following the path: Main Menu>PeopleTools>Security>Permissions & Roles>Roles.

Internal controls, no matter how well designed and operated, provide only reasonable assurance
to management regarding the achievement of a department’s objectives. Certain limitations are inherent
in all internal control systems. Despite these limitations, the reasonable assurance that internal control
does provide enables a department to focus on reaching its objectives while minimizing undesirable events.

I 2.5.1 Costs vs. Benefits

Prohibitive cost can prevent management from implementing an ideal internal control system.
Management will occasionally accept certain risks because the cost of preventing such risks cannot be
justified. Furthermore, more control activities are not necessarily better in an effective internal control
system. Not only can the cost of excessive or redundant controls exceed the benefits, but this may also
affect staff’'s perceptions on controls. If they consider internal controls as obstructions to work processes
or ‘red tape”, this negative view could adversely affect their overall regard for internal controls.

I 2.5.2 Judgment

The effectiveness of an internal control system is limited by the realities of human weakness in
making decisions. Decisions must often be made under the pressures of time constraints, based on limited
information at hand, and relying on human judgment. Additionally, management may fail to anticipate
certain risks and thus fail to design and implement appropriate controls.

I 2.5.3 Breakdowns

Even well-designed internal control systems can break down. Personnel may misunderstand
instructions or make errors in judgment, or they may commit errors due to carelessness, distraction, or
fatigue.

I 2.5.4 Collusion
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The collusive activities of two or more individuals can result in internal control failures. Individuals
acting collectively to perpetrate and conceal an action from detection often can alter financial data or other
management information in a manner that circumvents control activities and is not identified by the system
of internal control.

I 2.5.5 Management Override

An internal control system can only be as effective as the people who are responsible for its
functioning. Management has the capability to override the system. “Management override” means
overruling or circumventing prescribed policies or procedures for illegitimate purposes — such as personal
gain or an enhanced presentation of a department’s financial condition or compliance status. Management
override should not be confused with “management intervention”, which represents management’s actions
to depart from prescribed policies or procedures for legitimate purposes. Management intervention is
necessary to deal with non-recurring and non-standard transactions or events that otherwise might be
handled inappropriately.

Documentation is a necessary part of an effective internal control system. The level and nature
of documentation vary based on the size of the entity and the complexity of the operational processes the
entity performs. Management must use judgment in determining the extent of documentation that is
needed. Documentation is required to demonstrate the design, implementation, and operating
effectiveness of an entity’s internal control system. The Green Book includes minimum documentation
requirements as follows:

o If management determines that a principle is not relevant, management supports that
determination with documentation that includes the rationale of how, in the absence of that
principle, the associated component could be designed, implemented, and operated effectively.

¢ Management develops and maintains documentation of its internal control system.

¢ Management documents in policies the internal control responsibilities of the organization.

e Management evaluates and documents the results of ongoing monitoring and separate
evaluations to identify internal control issues.

e Management evaluates and documents internal control issues and determines appropriate
corrective actions for internal control deficiencies on a timely basis.

e Management completes and documents corrective actions to remediate internal control
deficiencies on a timely basis.
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